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Date:   January 4, 2021 
 
To:   Paula Boggs Muething, City Manager 
 
From:  Lauren Sundararajan, CFE, Internal Audit Manager  
 
Copies to: Internal Audit Committee 

Christopher A. Bigham, Assistant City Manager 
Jeff McCord, ETS Interim Director 
 

Subject:  Remote Work Cyber Risk Audit 
 
 
Attached is the Remote Work Cyber Risk audit report. The primary objective of this performance 
audit was to assess whether IT governance and security controls were adequate for remote 
operations and the impact of increased demand during a pandemic environment. This audit was 
conducted in accordance with the current audit agenda. 
 
We would like to thank the management and staff of ETS for their assistance and cooperation 
during this audit.  
 
If you need any further information, please contact me.  
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Executive Summary 
 
Internal Audit (IA) conducted a performance audit of Enterprise Technology Solution’s (ETS) 
Remote Work Cyber Risk. The primary objective of this performance audit was to assess 
whether Information Technology (IT) governance and security controls were adequate for 
remote operations and the impact of increased demand during a pandemic environment. 
 
The mission of the ETS department is to ensure the availability of citywide technology 
applications and infrastructures and enable the procurement and implementation of innovative, 
secure, and cost effective technology and business solutions through collaborative partnerships 
with all City of Cincinnati (City) departments, inclusive governance, and effective security policy 
administration. Due to the Covid-19 pandemic in the spring of 2020, there was an accelerated 
shift in City employees working remotely. As more employees shifted from the office to remote 
work, this raised concerns regarding the risks of cyber-attacks as end users pose the greatest 
risk to securing City IT assets and data. 
 
IA identified several issues in the documentation of remote access security policies. The current 
Internet Security Policy (ISP) does not explicitly address remote access processes while 
working from home and security controls that should be in place. There is also a lack of 
documented and established succession planning for key personnel roles. As a result, sudden 
personnel changes could significantly compromise internal control systems that oversee cyber 
security risks.  
 

  
 

  
  

The ISP also does not explicitly address personal device use security controls and tracking of 
personal device use is not maintained. In addition, processes for granting and terminating 
remote user access need strengthening and multifactor authentication is not required for Office 
365. These weaknesses increase the opportunity for an attack to breach security controls and 
compromise City assets. 
 
There is also room for improvement in oversight of audit logs of malware attempts as reviews of 
these logs are currently conducted on a more reactive basis. Additionally, IA could not confirm if 
timely and consistent anti-virus incident handling was occurring due to the lack of a centralized 
platform that would collectively monitor all incidents. Further, ETS does not carry a cyber 
security liability insurance policy. The absence of such a policy could severely inhibit the City’s 
ability to regain functionality and offset costs following a cyber-related security breach or similar 
event.  

To ensure IT governance and security controls are adequate, IA recommends updating the ISP 
to reflect remote work from home processes, developing a detailed succession plan for key 
personnel roles, and further updating policies to track personal device use and address proper 
security protocols. IA also recommends that ETS ensure that termination of remote access user 
accounts be done in a timely manner, implement multifactor authentication processes for Office 
365, review audit logs on a routine basis and have all incidents sync onto a centralized platform. 
Finally, IA recommends that ETS take proactive steps to procure cyber liability insurance 
coverages. 
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I. Introduction 
 
Background 
 
The mission of the ETS department is to ensure the availability of citywide technology 
applications and infrastructures and enable the procurement and implementation of innovative, 
secure, and cost effective technology and business solutions through collaborative partnerships 
with all City departments, inclusive governance, and effective security policy administration. 
ETS manages and maintains the city’s metropolitan area fiber optic and wireless business 
network (MAN), central data center, cybersecurity, Human Resources (HR) and financial 
systems, law enforcement data systems, geographic information systems, and a central IT help 
desk. ETS also leads citywide IT governance, procurement, and annual IT capital project 
request activities and partners with IT resources in other city departments to facilitate and 
coordinate IT service delivery citywide. 
 
Due to the Covid-19 pandemic in the spring of 2020, there was an accelerated shift in City 
employees working remotely. As more employees shifted from the office to remote work, this 
raised concerns regarding the risks of cyber-attacks as end users pose the greatest risk to 
securing City IT assets and data.1 According to a cybersecurity reported issued by McKinsey 
and Company, “the digital response to the COVID19 crisis has also created new security 
vulnerabilities. Attackers seek to exploit the gaps opened when telecommuting employees use 
insecure devices and networks.”2 The Department of Defense has also warned of cyber risks. 
“Organizations spend enormous effort creating a secure IT environment to protect their network 
and data. The moment employees relocated from the office to their homes for work, much of the 
secure environment is bypassed and a host of new exposure points opened.”3  
 
With the increased telework capability and increased cyber threats, ETS personnel must not 
only maintain heightened awareness, but also need the tools to effectively monitor and respond 
to any cyber security threats. According to ETS, their incident response logging platforms are 
currently decentralized. There is advanced technology available that would allow ETS to 
consolidate these platforms allowing for a more efficient response in the event of a cyber 
security attack, however budgetary constraints have not allowed them to step into a stronger 
cybersecurity posture.  

 
1 Ninety percent of cyber data breaches were caused by user error last year, according to analysis of data 
from the UK’s Information Commissioner’s Office (ICO) by the cyber security awareness and data 
analytics company, CybSafe. 
2 “A dual cybersecurity mindset for the next normal.” Mckinsey and Company. July 2020. 
3 “Evolving Cyber Risks in a Covid-19 World.” Toby DeRoche, Institute of Internal Auditors. 2020. 
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Audit Selection 
IA conducted this audit in accordance with the Audit Work Plan. 
 
 
Audit Objective 
The primary objective of this performance audit was to assess whether IT governance and 
security controls were adequate for remote operations and the impact of increased demand 
during a pandemic environment. 
 
 
Audit Scope and Methodology 
In order to achieve the objective, IA reviewed current IT security practices surrounding remote 
access to the City’s networks and assets. The time frame of the audit was determined by the 
sample size required to provide reasonable assurance of statistical accuracy of the impending 
analysis. IA compared the City’s remote work security practices to relevant City policies and 
industry standards, sought verification of procedures through documented reports, interviewed 
staff, calculated statistics of relevant data and reviewed authorization documentation for multiple 
systems. 
 
 
Statement of Auditing Standards 
As required by the Cincinnati Administrative Code Article II §15, this audit was conducted in 
accordance with the Generally Accepted Government Auditing Standards (GAGAS), except for 
standard 5.90 pertaining to external peer review requirements. This exception did not have a 
material effect on the audit. 
 
IA continues to conduct internal quality reviews to assure the conformance with applicable 
GAGAS. IA performed the fieldwork between July of 2020 and October of 2020. 
 
 
Commendations 
IA commends the staff of the ETS department for their cooperation throughout the audit. 
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II. Audit Findings and Recommendations 
 
A remote access work from home policy has not been established and documented. 
 
Comprehensive IT security policies and procedures assist management with providing direction 
to staff and are a key component of internal controls. In Version 3.0.1 of ETS’ ISP there is a 
section devoted to remote access, however, it does not explicitly address remote access 
processes while working from home and security controls that should be in place. 
 
The lack of comprehensive policies increases the likelihood of lapses in security controls when 
remote users are not fully educated of best practices. According to the National Institute of 
Standards and Technology’s (NIST) Guide to Enterprise Telework, Remote Access, and Bring 
Your Own Device (BYOD) Security, “major security concerns include the lack of physical 
security controls, the use of unsecured networks, the connection of infected devices to internal 
networks, and the availability of internal resources to external hosts.”4 
 
Recommendation 1: ETS should work with the HR department to develop a comprehensive 
policy that defines remote access requirements and addresses how to configure devices and 
home networks to mitigate risks associated with cyber-attacks. 
 
Department Response: Agree. ETS, IT Governance, HR, and CMO should collaborate on a 
policy that addresses the technology, security, and workforce risk factors for a comprehensive 
remote/home policy.  
 
 
Lack of documented and established succession planning for key personnel roles. 
 
Succession planning is the process of identifying internal personnel with the ability to fulfill key 
roles within an organization and fostering the development of these individuals. As personnel 
turn over, a succession plan facilitates business continuity. Succession planning is also 
particularly significant in our current pandemic climate as the City has offered early retirement in 
order to navigate a significant budget deficit. As a result, more than 20 ETS employees are 
eligible with many representing key personnel roles. These roles include a significant amount of 
institutional knowledge and multiple decades of work experience at ETS. IA was informed that 
although ETS does have some informal succession planning drafts that are primarily in a memo 
format, there is no formal plan in place. Consequently, sudden personnel changes could 
significantly compromise internal control systems that oversee cyber security. 
 
Recommendation 2: Management should develop and document a detailed succession plan 
for key personnel roles. 
 
Department Response: Agree. ETS and CMO are working on a TO plan and identifying key 
resources to help address succession planning. 
 
 
 
 
 

 
4 “Guide to Enterprise Telework, Remote Access, and Bring Your Own Device (BYOD) Security.” NIST 
Special Publication 800-46 Revision 2. July, 2016. 
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Interdepartmental coordination efforts need improving. 
 
As established by Administrative Regulation 74, the Executive IT Leadership Committee 
provides IT governance in order to ensure that oversight and approval processes of all City IT 
functions were equitably distributed among City departments.5 Through interviews, IA sought to 
review the effectiveness of the committee and interdepartmental coordination efforts. IA found 
that although some departments expressed that this does remediate communication issues that 
arise from a decentralized model of IT functions, other departments believe that it still does not 
adequately represent City departments. IA was also informed that communication with ETS was 
lacking. This included efforts from departments to offer input in coordinating resolutions to 
challenges and arising issues. Some departments also felt as though their concerns are never 
considered. 
 
In an effort to increase coordination efforts, ETS has been trying to establish monthly meetings 
with department directors to discuss IT needs and concerns. Additionally, IA was notified at the 
pre-fieldwork stage of this audit that ETS has been trying to establish a policy framework that 
would include conducting department assessments and how their cyber risks can be 
incorporated into this framework. However, IA was informed that monthly meetings have still not 
occurred and a policy framework along with department assessments has not been established 
or documented. With a large portion of the City’s workforce currently conducting business 
remotely, the lack of coordination across City departments could allow for significant variation 
among cybersecurity priorities and lead to duplication in processes as well as weaknesses in 
security controls. 
 
Recommendation 3: Implement monthly meetings with department directors to ensure that IT 
needs and concerns are adequately addressed. 
 
Recommendation 4: Implement regular assessments of each department to determine how 
their cyber risks can be incorporated into a policy framework. 
 
Department Response: Agree. Beginning November 2020 ETS has held monthly or bi-monthly 
meetings with all City departments leadership teams, to address funding, projects, support, and 
any other IT needs. 
 
 

 
 

 
5 “Administrative Regulation No. 74.” City of Cincinnati. Revised December, 2016. 

Policies and tracking logs governing the use of personal devices is not maintained. 
 
Due to the Covid-19 pandemic in the spring of 2020, the remote workforce at the City quickly 
rose from 200 employees to over 1,200 employees. As a result, ETS prioritized providing 
remote access as quickly as possible to all these additional employees. This also resulted in the 
need for more laptops in order for employees to work from home. In the absence of City-owned 
laptops, employees were allowed to use personal devices. The ISP requires that personal 
devices must have anti-virus installed in order to connect to the City’s MAN. However, this 
information is not verified by ETS nor does ETS track and monitor the use of personal devices 
connected to the City’s MAN. IA attempted to review data related to how many employees use 
personal devices remotely but was informed by ETS that this information could not be obtained. 
 
In addition, ETS does not maintain a separate policy addressing personal device use security 

controls. This is problematic since allowing employees the option to use personal devices  
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increases their responsibilities to protect and secure these devices from allowing cyber-attacks 
to gain access to City networks. Allowing the use of personal devices without adequate 
resources regarding the implementation of security controls increases the likelihood of a major 
security breach. This could include devices that are not secured through anti-virus software or 
use of the device by multiple members of the home who are not aware of the extent of cyber 
threats.  
 
Recommendation 5: ETS should track all personal devices that are used to connect to the 
MAN.  
 
Department Response: Disagree. Personal devices should not be used to conduct City 
business. Tracking personal devices requires sophisticated tools, resources, and highly trained 
personnel. User education and adoption of City standards and policies will help reduce these 
risks. 
 
Recommendation 6: Develop a separate remote personal device use policy that specifically 
addresses security protocols. Additionally, ensure that any employee utilizing a personal device 
is required to review this policy prior to the use of their device. 
 
Department Response: Disagree. Personal devices should not be used to conduct City 
business. Bring your own device or BYOD is a separate use case and requires sophisticated 
tools, resources, policies, and highly trained personnel. City infrastructure is not built for a 
BYOD model. 
 
 
Annual reviews of remote access users are not conducted.  
 
Annual reviews of users with remote access capabilities are not conducted. The ISP requires 
annual reviews of the list of individuals with remote access. Through staff interviews, IA found 
that ETS relies on monthly departmental billing to ensure that remote access use remains up to 
date and that users no longer requiring access are removed in a timely manner.  
 
Although this may be a substituting control, reliance upon departments to self-report terminated 
users increases the risk for error and does not fully replace a comprehensive annual review 
process. Thus, allowing for users to retain remote access to the system past the date of 
legitimate need for access. Further, when a remote access user account is not promptly 
terminated, it increases the likelihood a data breach could occur and places the City's assets at 
risk. 
 
Recommendation 7: In order to mitigate the risk posed by terminated employees or third-party 
consultants, ETS should conduct routine remote access user account reviews to ensure that 
remote access is terminated in a timely manner. 
 
Department Response: Agree. Due to the decentralized IT and HR offboarding an employee is 
unique for every department. ETS, IT Governance, HR, and CMO need to update on/off 
boarding guidelines and develop a process to review and validate remote access needs on a 
yearly basis. 
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Processes for granting and terminating remote user access need strengthening.  
 
The remote access user account creation and termination process is reliant upon a 
decentralized model that places the responsibility on the individual’s supervisors to ensure that 
remote access accounts are only assigned to active and appropriate personnel. The activation 
and termination of a remote access user account is initiated from the department in which the 
individual is employed.  
 
The process begins with the submittal of a Remote Access User Form to ETS. Remote access 
is granted to designated employees and third-party entities based upon the need to access City 
information systems offsite. In order to grant remote access, ETS requires the employee 
seeking access to submit an application for remote access with the signatures of their direct 
supervisor and department director. 
 
IA sought to review the completeness of these forms, however, was informed by ETS that forms 
reside on multiple media platforms and therefore could not be provided. Although ETS has tried 
to standardize the form submittal process through their Service Now portal, many requests are 
still received via email, interdepartmental mail, and FAX. This creates an inconsistent 
documentation process that inhibits the ability of third parties to verify. The lack of a proper 
tracking method of remote access forms does not allow for assurance and verification that 
policies are correctly adhered to and that all authorization for remote access is legitimate. 
 
The termination process is also initiated by the department and requires the corresponding 
department to contact ETS to terminate remote access. In order to verify that all users retaining 
remote access are current and legitimate, IA reviewed all currently active remote account users 
from July of 2020. Of the 1,342 user accounts reviewed, a total of 32 (2%) were either not active 
or unverifiable. These 32 user accounts consisted of both terminated City employees and third-
party consultants. 
 
The ISP requires that, “departments…remove an individual’s account immediately after it has 
been determined that the individual no longer requires access.” Additionally, “departments must 
notify the ETS Director, or designee, and the ISO, or designee, upon the termination of a 
business partner for access deactivation.” Without ensuring that the need for remote access 
remains current, users may retain remote access to the system past the date of legitimate need 
for access. Thereby creating the opportunity to breach multiple layers of security and 
compromise City assets. 
 
Recommendation 8: ETS should ensure that departments are immediately terminating any 
accounts that no longer require access.  
 
Recommendation 9: ETS should ensure that all remote access user requests and 
corresponding forms are restricted to a centralized platform. 
 
Department Response: Agree. Due to the decentralized IT and HR offboarding an employee is 
unique for every department. ETS, IT Governance, HR, and CMO need to update on/off 
boarding guidelines and develop a process to review and validate remote access needs on a 
yearly basis. ServiceNow should be used for all requests, forms, and incidents to better allow for 
tracking and compliance. 
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Office 365 does not require multifactor authentication. 
 
To strengthen security controls, ETS implemented a multifactor authentication control that is 
utilized to gain remote access to the City’s MAN. This adds additional layers of security as users 
are required to use two forms of verification in order to gain remote access. Although the City’s 
network is protected by this, access to the City’s Office 365 accounts does not require 
multifactor authentication and relies only on user passwords to gain access. This creates a 
weakness within security controls as emails and files stored within Office 365 are protected by 
only a single layer of security and raises concerns about increased vulnerabilities of cyber-
attacks.  
 
Recommendation 10: ETS should implement multifactor authentication processes for Office 
365. 
 
Department Response: Agree. MFA solution needs to be implemented for O365. A CIP 
request for this project has been submitted in 2021. 
 
 
Sensitive data is not protected by extra layers of authentication. 
 
Although ETS utilizes multifactor authentication to protect the City’s data, sensitive data, such 
as personally identifiable information (PII) or Health Insurance Portability and Accountability Act 
(HIPAA) protected data, does not have additional access controls in place to provide further 
protection. IA was informed that ETS relies on a department’s system administrator to 
implement these controls. Therefore, there is no uniform policy across all departments to 
provide extra protection for sensitive data. 
 
Recommendation 11: Develop a citywide uniform policy that requires additional access 
controls be in place for any employee accessing and communicating information that contains 
sensitive data.  
 
Department Response: Agree. ETS, OPDA, and City departments need to collaborate on PII 
and HIPAA data risks and work to update the Admin Regulation on sensitive data. 
 
 
Annual audits of the City's IT asset inventory are not performed and documented. 
 
City IT assets are inventoried into the City’s active directory (AD)1 and the Quest’s KACE 
System Management Appliance (KACE).2 ETS relies on departments to enter new devices into 
these systems as they are acquired. Additionally, ETS’ ISP states that, “the ETS Director, or 
designee, and the ISO, or designee, will perform, at minimum, yearly audits of City of Cincinnati 
IT inventory documentation.” However, IA was informed that annual audits are not performed. In 
their absence, ETS relies on the AD and KACE to maintain an accurate inventory count of IT 
assets.  

 
1 An AD’s primary function is to facilitate authentication and authorization of users and resources within 
an AD domain. 
2 The Quest KACE System Management Appliance is a server management and monitoring tool that 
provides agentless inventory, systems log monitoring, software distribution, and service-desk capabilities. 
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Oversight of the Scorecard needs improvement. 
 
ETS utilizes an internally developed platform called the Scorecard to track various patches and 
updates on all City IT assets and devices. The Scorecard is configured to pull data from the 
City’s AD and KACE to display the status of needed patch and update deployments per device 
per department. ETS recommends that the Scorecard should be reviewed daily. However, ETS 
indicated that departments and their corresponding IT liaisons are not doing this and are only 
reviewing the Scorecard when a problem is realized. 
 
In response, IA interviewed multiple City departments and was informed that the Scorecard 
often displays inaccurate data and can include devices that have been previously 
decommissioned. When asked how this may occur, ETS responded that departments and their 
respective IT service desks are responsible for ensuring the information reported on the 
Scorecard is accurate as far as displaying active devices that are on the City’s domain.  
 
Regardless, the reliance on departments to accurately stay up to date and report issues with 
their department IT assets creates a gap in ownership of the data that is displayed. This further 
creates opportunities for unreliable data that could lead to lapses in security controls when 
needed patches and updates are not properly accounted for. 
   
Recommendation 14: Ensure that all departments are reviewing the Scorecard daily and 
reporting any errors or issues in a timely manner. 
 
Recommendation 15: Provide sufficient oversight of the Scorecard to ensure that all data is as 
accurate as possible. This may include increasing coordination efforts with departments and 
regularly conducting IT asset audits.  
 
Department Response: Agree. ETS and City departments should review the scorecard daily 
and work together to verify accuracy and resolve any issues. 
 
 

 
 

Without the additional oversight that is provided through performing annual audits, reliance is 
placed solely on departments to track their IT assets. This creates opportunities where IT staff 
within departments may not be aware or trained on proper inventory tracking processes. Further 
leading to inconsistent processes or remote devices not receiving necessary patches and 
updates.  
 
Recommendation 12: Ensure that annual audits of all IT assets are performed and maintained. 
 
Recommendation 13: Ensure that all IT staff are routinely trained and knowledgeable on how 
to properly track and document their respective department’s IT assets. 
 
Department Response: Agree. A new ISP will be updated in January 2021. ETS and City 
departments need to continue to work together as the decentralized model can create gaps in 
the process and tools. 

Audit logs of phishing and malware attempts are not routinely reviewed. 
 
According to the ISP, “all anti-virus logs should be monitored by a qualified IT professional. 

Daily monitoring is required to detect any possible malicious code from spreading throughout  
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Key performance indicators have not been adequately established and documented. 
 
In addition to limited reviews of audit logs and established guidelines for incident handling, ETS 
currently does not have established and documented key performance indicators (KPI) for 

the City of Cincinnati.” Through interviews, IA was informed that audit logs were previously 
reviewed by two ETS employees, however, both employees retired in December of 2019 and 
July of 2020. Currently, ETS reviews them on a more reactive basis but are in the process of 
hiring more positions that would be able to accomplish this task. 
 
Recommendation 16: Per the ISP, ensure that audit logs of phishing and malware attempts 
are reviewed on a routine basis. 
 
Department Response: Agree. ETS is updating the ISP, filling vacant positions, and have 
requested additional CIP funds to help Cybersecurity projects and controls for 2021. 
 
 
Timely and consistent anti-virus incident handling could not be verified by a third party. 
 
IA sought to determine if incident responses related to cyber risks such as malware or phishing 
are responded to and resolved in a timely, consistent, and satisfactory manner. In order to 
accomplish this, IA reviewed all anti-virus incident response data documented in the Service 
Now request portal from 9/1/2019 through 9/1/2020. Although IA was able to determine there 
were 18 incidents that required response during the testing scope, IA was informed by ETS that 
even though Service Now is for IT requests, which includes reporting cyber-attack incidents, it 
does not capture all incidents.  
 
For example, phishing and malware intrusion logs go to another system which does not sync 
with the Service Now platform. If action is required to resolve the incident, the incident may be 
logged into Service Now but also may be communicated and resolved through other avenues 
such as via phone or email since ETS does not require all incidents be logged in Service Now. 
As a result of inconsistent documentation and decentralized logging platforms, IA was unable to 
determine if all malware and phishing incident responses are resolved consistently and in a 
timely manner. 
 
In addition, although the ISP contains a section on incident handling, it does not include 
documented guidelines on how to respond to and resolve an anti-virus incident. This creates 
opportunities for inconsistent practices across departments and among responding IT analysts. 
IA was notified by ETS that they are in the process of updating this to reflect current trends and 
the increase in remote work. 
 
Recommendation 17: Require that all anti-virus incident handling be resolved and documented 
in a centralized platform to ensure that all incidents are tracked and resolved consistently. 
 
Recommendation 18: Incident handling response policies should be expanded to ensure that 
consistency among processes are maintained. 
 
Department Response: Agree. ETS is updating the ISP, filling vacant positions, and have 
requested additional CIP funds to help Cybersecurity projects and controls for 2021. All IT 
Requests and Incidents will be created, updated, and resolved in ServiceNow. 
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identifying operational trends and inefficiencies surrounding malware and phishing incidents. 
Instead, they rely on high level KPIs which are not documented. Regardless, using high-level or 
minimal KPIs does not fully capture opportunities for mitigating risks in addition to assisting 
personnel in identifying operational trends and efficiencies. For example, the use of data driven 
KPIs could provide further examination into the effectiveness of the security controls of IT 
systems and the impact of anti-virus incidents. 
 
Recommendation 19: Develop measurable KPIs to expand the tracking of remote access risks 
and cyber security attacks that would assist staff in examining operational trends. 
 
Department Response: Agree. ETS is updating the ISP, filling vacant positions, and have 
requested additional CIP funds to help Cybersecurity projects and controls for 2021. 
 
 

 

identifying operational trends and inefficiencies surrounding malware and phishing incidents. 
Instead, they rely on high level KPIs which are not documented. Regardless, using high-level or 
minimal KPIs does not fully capture opportunities for mitigating risks in addition to assisting 
personnel in identifying operational trends and efficiencies. For example, the use of data driven 
KPIs could provide further examination into the effectiveness of the security controls of IT 
systems and the impact of anti-virus incidents. 
 
Recommendation 19: Develop measurable KPIs to expand the tracking of remote access risks 
and cyber security attacks that would assist staff in examining operational trends. 
 
Department Response: Agree. ETS is updating the ISP, filling vacant positions, and have 
requested additional CIP funds to help Cybersecurity projects and controls for 2021. 
 
 
User phishing training and enforcement needs improvement. 
 
According to NIST, “one of the most important security considerations for telework is training 
users on how to detect and handle phishing attacks and other forms of social engineering 
involving their telework devices and remote access usage.”1 Additionally, 46% of organizations 
got all of their malware via email.2 In order to mitigate these risks, ETS partners with third-party 
vendor, Infosec, to dispatch simulated phishing emails to all City employees within the City’s 
AD. Any user who is phished and/or provides data to a phishing attempt is required to complete 
online training provided by Infosec. 
 
To determine the efficiency of the Infosec training, IA sought to verify that users who were 
phished completed the training. IA reviewed phishing data from July of 2020 that consisted of 
11,414 simulated emails. Of this total, IA found 785 (7%) of the users were phished and 
required to complete training. Of the 785 users, 418 (53%) had completed the follow-up training 
while 365 (46%) had not completed training.  
 
Additionally, IA found that of the 785 users who were phished, 89 users (or 11% of users who 
were phished) were phished more than once. Of those 89 users, 14 (16%) had not completed 
any training. Table 1 below provides a complete breakdown of all simulated phishing emails and 
any subsequent training that was required: 
 

Table 1: Results of July 2020 Phishing Test 

Employee Status Total % of Total Completed 
Training 

Not 
Started 
Training 

Training in 
Progress 

Emails Sent 11,414 100% N/A N/A N/A 

Emails Opened 2,186 19.1% N/A N/A N/A 

Reported Attack 1,454 12.7% N/A N/A N/A 

Phished 778 6.8% 414 362 2 

Phished and Entered 
Data 

7 0.06% 4 3 N/A 

 

 
1 “Guide to Enterprise Telework, Remote Access, and Bring Your Own Device (BYOD) Security.” NIST 
Special Publication 800-46 Revision 2. July, 2016. 
2 “2020 Data Breach Investigations Report.” Verizon. May, 2020. 
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Currently, ETS has partnered with the HR department to track and ensure that users complete 
the required training. Although IA recognizes that enforcing users to undergo proper training 
may be difficult, it still exists that almost half of all users required to complete training have not 
yet done so. This allows for an environment where users who do not possess the knowledge to 
recognize a phishing attempt place the City at an increased risk for a cyber-attack. There is also 
no accountability in place without assurance that end users complete phishing training and 
understand the risk. This issue is further compounded through the use of personal devices 
which may not be protected by adequate anti-virus software secure networks. 
 
Recommendation 20: Ensure that all end users receive regular cyber security training which 
includes examples of phishing and any user who is phished and/or enters data, completes 
training within a reasonable time frame. 
 
Recommendation 21: Implement a policy that ensures phishing training is completed for users 
who are phished on multiple events. This policy could include ETS contacting direct supervisors 
to ensure that any required training is completed in a timely manner. 
 
Department Response: Agree. Cybersecurity education, training, and compliance is a top 
priority for ETS and City departments. 
 
 
ETS does not carry a cyber security liability insurance policy. 
 
The Covid-19 pandemic has triggered a shift in working practices which may pose 
advantageous to hackers. According to Cybercrime Magazine, cyber insurance is one of the top 
five steps organizations should implement to secure data from cybercrime.1 “A cyber insurance 
policy, also referred to as cyber risk or cyber liability insurance coverage (CLIC) is designed to 
help an organization mitigate risk exposure by offsetting costs involved with recovery after a 
cyber-related security breach or similar event.“2 While IA was made aware that there are 
budgetary challenges in order for ETS to secure a policy, ETS is hopeful they will be able to 
utilize Coronavirus Aid Relief, and Economic Security Act funds for a cybersecurity insurance 
policy in the near future. 
 
Although the City has not been the target of a cyber-attack to date, other similarly sized 
municipalities such as Baltimore, Albany, and Laredo have been. “Municipal governments, 
universities and private businesses have spent more than $144 million responding to the 
biggest ransomware attacks of 2020 (so far) spending on everything from rebuilding networks 
and restoring backups to paying the hackers ransom.”3 
 
When a municipality does not carry a cyber liability insurance policy, they are not protected in 

the event of a ransomware attack, leaving the municipality exposed to business losses, 

 
1 “The World Will Store 200 Zettabytes Of Data By 2025” Cybercrime Magazine. 
https://cybersecurityventures.com/the-world-will-store-200-zettabytes-of-data-by-2025 (accessed October 
29, 2020). 
2 “What is cyber insurance and why you need it.” CSO. www.cio.com/article/3065655/what-is-cyber-
insurance-and-why-you-need-it.html (accessed October 23, 2020). 
3 “The 11 Biggest Ransomware Attacks Of 2020 (So Far).” CRN. https://www.crn.com/slide-
shows/security/the-11-biggest-ransomware-attacks-of-2020-so-far- (accessed October 23, 2020). 
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strained, to transfer the risk of a cyber-attack to their insurer and also allow for timely 
remediation if cybercrime, phishing emails, or a ransomware attack occurs. 
 
Recommendation 22: ETS should take proactive steps to procure cyber liability insurance 
coverage.  
 
Department Response: Agree. Cybersecurity Insurance is a priority in 2021. ETS has 
requested CIP funds for this project. 
 
 
The current risk profile is not being utilized to mitigate cyber risks of the City's IT infrastructure. 

 
In 2018, ETS contracted with third-party vendor, Round Tower, to conduct a risk profile of the 
City’s cybersecurity practices utilizing the Cybersecurity Capability Maturity Model (C2M2) 
assessment. Originally developed by the Department of Energy, “The C2M2 focuses on the 
implementation and management of cybersecurity practices associated with the information 
technology (IT) and operations technology (OT) assets and the environments in which they 
operate.”1 The assessment revealed that the City’s cybersecurity controls were at a vulnerability 
and risk level of 6.3 or medium on a scale of 1 through 10, with 1 being the lowest level of 
vulnerability.  
 
ETS initially planned to work with Round Tower on an annual basis in order to increase their 
maturity levels to lower the City’s vulnerability to a cyber-attack but determined that it would be 
too costly. To mitigate some of the risks, ETS does plan on hiring additional positions to 
implement recommendations in the assessment. Additionally, they are in the process of 
upgrading the City’s MAN. However, without further pursuit to implement recommendations and 
utilize the risk profile, ETS cannot ensure that all risks are minimized to an acceptable level. 
 
Recommendation 23: Ensure that steps are taken to maximize available resources that would 
reduce vulnerabilities identified in the risk profile. Additionally, ensure that risks associated with 
an increased remote work force are also considered and evaluate what the current risk 
tolerance is based on the new technology landscape. 

 
1 “Cybersecurity Capability Maturity Model C2M2.” Round Tower. September, 2018. 
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III. Conclusion 
 
Internal Audit conducted a performance audit of Enterprise Technology Solution’s Remote Work 
Cyber Risk. The primary objective of this performance audit was to assess whether IT 
governance and security controls were adequate for remote operations and the impact of 
increased demand during a pandemic environment. The audit revealed several opportunities for 
improvement in ETS’ security controls. 
 

 
 
  

The current Internet Security Policy does not explicitly address remote access processes while 
working from home and security controls that should be in place. There is also a lack of 
documented and established succession planning for key personnel roles. The ISP also does 
not explicitly address personal device use security controls and tracking of personal device use 
is not maintained.  
 
In addition, processes for granting and terminating remote user access need strengthening and 
multifactor authentication is not required for Office 365. There is also room for improvement in 
oversight of audit logs of malware attempts as reviews of these logs are currently conducted on 
a more reactive basis. IA could also not confirm if timely and consistent anti-virus incident 
handling was occurring due to the lack of a centralized platform that would collectively monitor 
all incidents. Further, ETS does not carry a cyber security liability insurance policy. 
 
To ensure IT governance and security controls are adequate, IA recommends updating the ISP 
to reflect remote work from home processes, developing a detailed succession plan for key 
personnel roles, and further updating policies to track personal device use and address proper 
security protocols. IA also recommends that ETS ensure that termination of remote access user 
accounts be done in a timely manner, implement multifactor authentication processes for Office 
365, review audit logs on a routine basis and have all incidents sync onto a centralized platform. 
Finally, IA recommends that ETS take proactive steps to procure cyber liability insurance 
coverages. 
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IV. ETS Department Response 
 
Recommendation 1: ETS should work with the HR department to develop a comprehensive 
policy that defines remote access requirements and addresses how to configure devices and 
home networks to mitigate risks associated with cyber-attacks. 
 
Department Response: Agree. ETS, IT Governance, HR, and CMO should collaborate on a 
policy that addresses the technology, security, and workforce risk factors for a comprehensive 
remote/home policy.  
 
 
Recommendation 2: Management should develop and document a detailed succession plan 
for key personnel roles. 
 
Department Response: Agree. ETS and CMO are working on a TO plan and identifying key 
resources to help address succession planning. 
 
 
Recommendation 3: Implement monthly meetings with department directors to ensure that IT 
needs and concerns are adequately addressed. 
 
Recommendation 4: Implement regular assessments of each department to determine how 
their cyber risks can be incorporated into a policy framework. 
 
Department Response: Agree. Beginning November 2020 ETS has held monthly or bi-monthly 
meetings with all City departments leadership teams, to address funding, projects, support, and 
any other IT needs.    
 
 

 
 
 
 

Recommendation 5: ETS should track all personal devices that are used to connect to the 
MAN.  
 
Department Response: Disagree. Personal devices should not be used to conduct City 
business. Tracking personal devices requires sophisticated tools, resources, and highly trained 
personnel. User education and adoption of City standards and policies will help reduce these 
risks.  
 
 
Recommendation 6: Develop a separate remote personal device use policy that specifically 
addresses security protocols. Additionally, ensure that any employee utilizing a personal device 
is required to review this policy prior to the use of their device. 
 
Department Response: Disagree. Personal devices should not be used to conduct City 

business. Bring your own device or BYOD is a separate use case and requires sophisticated 

tools, resources, policies, and highly trained personnel. City infrastructure is not built for a 

BYOD model. 
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Recommendation 7: In order to mitigate the risk posed by terminated employees or third-party 
consultants, ETS should conduct routine remote access user account reviews to ensure that 
remote access is terminated in a timely manner. 
 
Department Response: Agree. Due to the decentralized IT and HR offboarding an employee is 
unique for every department. ETS, IT Governance, HR, and CMO need to update on/off 
boarding guidelines and develop a process to review and validate remote access needs on a 
yearly basis. 
 
 
Recommendation 8: ETS should ensure that departments are immediately terminating any 
accounts that no longer require access.  
 
Recommendation 9: ETS should ensure that all remote access user requests and 
corresponding forms are restricted to a centralized platform. 
 
Department Response: Agree. Due to the decentralized IT and HR offboarding an employee is 
unique for every department. ETS, IT Governance, HR, and CMO need to update on/off 
boarding guidelines and develop a process to review and validate remote access needs on a 
yearly basis. ServiceNow should be used for all requests, forms, and incidents to better allow for 
tracking and compliance.  
 
 
Recommendation 10: ETS should implement multifactor authentication processes for Office 
365. 
 
Department Response: Agree. MFA solution needs to be implemented for O365. A CIP 
request for this project has been submitted in 2021. 
 
 
Recommendation 11: Develop a citywide uniform policy that requires additional access 
controls be in place for any employee accessing and communicating information that contains 
sensitive data.  
 
Department Response: Agree. ETS, OPDA, and City departments need to collaborate on PII 
and HIPAA data risks and work to update the Admin Regulation on sensitive data. 
 
 
Recommendation 12: Ensure that annual audits of all IT assets are performed and maintained. 
 
Recommendation 13: Ensure that all IT staff are routinely trained and knowledgeable on how 
to properly track and document their respective department’s IT assets. 
 
Department Response: Agree. A new ISP will be updated in January 2021. ETS and City 
departments need to continue to work together as the decentralized model can create gaps in 
the process and tools. 



City of Cincinnati 
Remote Work Cyber Risk Audit 

17 
 

Recommendation 14: Ensure that all departments are reviewing the Scorecard daily and 
reporting any errors or issues in a timely manner. 
 
Recommendation 15: Provide sufficient oversight of the Scorecard to ensure that all data is as 
accurate as possible. This may include increasing coordination efforts with departments and 
regularly conducting IT asset audits.  
 
Department Response: Agree. ETS and City departments should review the scorecard daily 
and work together to verify accuracy and resolve any issues. 
 
 

 
 
 
Recommendation 19: Develop measurable KPIs to expand the tracking of remote access risks 
and cyber security attacks that would assist staff in examining operational trends. 
 
Department Response: Agree. ETS is updating the ISP, filling vacant positions, and have 
requested additional CIP funds to help Cybersecurity projects and controls for 2021. 
 
 

 
 

Recommendation 16: Per the ISP, ensure that audit logs of phishing and malware attempts 
are reviewed on a routine basis. 
 
Department Response: Agree. ETS is updating the ISP, filling vacant positions, and have 
requested additional CIP funds to help Cybersecurity projects and controls for 2021. 
 
 
Recommendation 17: Require that all anti-virus incident handling be resolved and documented 
in a centralized platform to ensure that all incidents are tracked and resolved consistently. 
 
Recommendation 18: Incident handling response policies should be expanded to ensure that 
consistency among processes are maintained. 
 
Department Response: Agree. ETS is updating the ISP, filling vacant positions, and have 
requested additional CIP funds to help Cybersecurity projects and controls for 2021. All IT 
Requests and Incidents will be created, updated, and resolved in ServiceNow.  

Recommendation 20: Ensure that all end users receive regular cyber security training which 
includes examples of phishing and any user who is phished and/or enters data, completes 
training within a reasonable time frame.   
 
Recommendation 21: Implement a policy that ensures phishing training is completed for users 
who are phished on multiple events. This policy could include ETS contacting direct supervisors 
to ensure that any required training is completed in a timely manner. 
 
Department Response: Agree. Cybersecurity education, training, and compliance is a top 
priority for ETS and City departments.  
 
 
Recommendation 22: ETS should take proactive steps to procure cyber liability insurance 
coverage.  
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Department Response: Agree. Cybersecurity Insurance is a priority in 2021. ETS has 
requested CIP funds for this project. 
 
 
Recommendation 23: Ensure that steps are taken to maximize available resources that would 
reduce vulnerabilities identified in the risk profile. Additionally, ensure that risks associated with 
an increased remote work force are also considered and evaluate what the current risk 
tolerance is based on the new technology landscape. 
 
Department Response: Agree. ETS is updating the ISP, filling vacant positions, and have 
requested additional CIP funds to help Cybersecurity projects and controls for 2021. 


